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GETTING STARTED

SOC Reporting Starter Checklist
A practical first-pass checklist for service organizations considering a SOC examination.

1. Clarify the business need
Start with the users of the report and the decisions they need to make.

■  Identify who is requesting a SOC report: customers, prospects, user auditors, regulators, or other stakeholders.

■  Document the contracts, requests for proposal, security questionnaires, or audit requirements driving the need.

■  List the services, products, locations, legal entities, and systems customers expect the report to cover.

■  Set a target date and identify whether a customer has specified a reporting period or report type.

2. Make the initial report decisions
■  Assess whether the need relates to customers' internal control over financial reporting (potential SOC 1) or to security,
availability, processing integrity, confidentiality, or privacy (potential SOC 2).

■  Determine whether a point-in-time Type 1 report or a Type 2 report covering operating effectiveness over a period is
expected.

■  Identify the applicable control objectives for SOC 1 or Trust Services Categories for SOC 2.

■  Confirm whether a bridge letter, prior report, or other interim assurance is being requested.

Do not choose the report based only on what is popular.
The appropriate report follows the users' information needs and the services within scope. A SOC 2 report does not
replace a SOC 1 report when user auditors need information relevant to user entities' internal control over financial
reporting.
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3. Define the system and organizational boundary
■  Inventory the infrastructure, software, people, procedures, and data used to provide the in-scope services.

■  Identify data flows, interfaces, customer responsibilities, and significant system outputs.

■  List vendors and subservice organizations that support the in-scope services.

■  Discuss whether subservice organizations may be presented using the carve-out or inclusive method.

■  Identify complementary user entity controls and, when applicable, complementary subservice organization controls.

4. Assess control and evidence readiness
■  Assign an owner to each relevant control and confirm the owner understands the required frequency.

■  Confirm policies and procedures reflect actual operations and are approved and reviewed as stated.

■  Verify evidence is retained for recurring controls, approvals, reviews, monitoring, and follow-up.

■  Test whether population data can be produced completely and accurately for the examination period.

■  Identify gaps, remediation owners, target dates, and the evidence that will demonstrate implementation.

5. Plan the engagement
■  Name an executive sponsor and a day-to-day coordinator.

■  Establish an evidence repository and a process for tracking requests and open items.

■  Allow time for scoping, readiness activities, remediation, evidence accumulation, examination procedures, and report
review.

■  Discuss independence with the CPA firm before requesting readiness assistance or control-related advisory work.

Important information
This resource is for general educational purposes and is not a substitute for professional advice or engagement-specific planning. Scope, criteria,
controls, evidence, timing, and independence considerations vary. Management remains responsible for its system, controls, documentation, risk
assessment, and assertions.


